Open up Internet Explorer and go to:

https://ssl.bradleyfdn.org:10443

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@ Continue to this website (not recommended). <:|

® More information

Select “Continue to this Website”

Please Login

Name:

Password:

: Login ‘

Staff’s Username and Password are the same as when you log into the network at the office. Vendor
users should continue to use their previously assigned username and password.

*Please contact Terri or Renee Narus with any questions



Once you are logged in you should see the below webpage. In the middle of the page select the blue link
“Click here to download and install the plugin.”

Session Information
Time Logged In: Bsevener ([ hour(s), 24 minute(s), 45 second(s))

HTTP InboundiOutbound Traffic 0
HTTPS Inbound/Cutbound Traffic: 0 bytes / 0 bytes

:
i

Tunnel Mode

The Fortinet SSL-VPN Chent plugin is not installed on your computer, 15 not up to date, or your browser settings are blocking the plugin from runmng. The plugin 15 required for the tunnel mode function of the
SSL-VPN Chient.

You need to have administrator rights to perform the first time installation. Once it is installed, it runs under normal user privileges and can be upgraded to newer versions without adminsstrator privileges.

Click here 1o download and install the plugin. After the installation, please restart your browser.

Connection Tool
Type: HTTRHTTPS[=]
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FortiClient Download
El FartiClient Windows
FortiClient Mac
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[ FortiCliant Android

Click Run

Click “Run as Administrator”

Szlvpnlnztaller 4.0.2300
[C] 2004 - 2014 Faortinet [nc. Al ights reserved.

Thisz inztaller will ingtall FortiClient SSLVPRN Software.
Please close all web browsers befare starting install

2 'Hun as adminiztrator’ bo conbinue,

Run az adminigtrator [rztall | Cloze I

**|f this is the first time you have installed this application please continue. Else go to “Update” **

Then click “Install” to continue.



E 'E]l Sslvpninstaller 4.0.2300
(C) 2004 - 2014 Fortinet Inc. All rights reserved.

This installer will install FortiClient SSLVPN Software.
Please close all web browsers before starting install

Click ‘Install' to continue.

**UPDATE**

If you have an older version of the SSL_VPN client you will be asked to “update” your client. Simply
follow the prompts as the process is essentially the same as a installing it from scratch.

When plugin installation is complete, close the installer reload the the web page (or close it and re-open
it, login again if prompted).

If prompted by your browser to run the FortiClient SSLVPN Tunnel Service plugin, answer allow (or run).
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The VPN page should refresh and you'll see a new Tunnel Mode plugin section:

Bradley FDN SSL connection tool

‘Session Information

Time Logged In: administrator (0 hour(s), 0 minute(s), 0 second(s))
HTTP Inbound/ = 0 bytes / 0 bytes
H und/Outbound Traffic: 0 bytes / 0 bytes

Tunnel Mode

|£@_n_e£t_| Disconnect |Refre5h

Link

Fo| ilClLeIt SSLVPN offline

Connection Tool

Host:

Click Connect.

Leave this page open while you are working on the VPN. If you close it or click disconnect, you will loose
your vpn connection and have to start over.

When finished, click disconnect and close the webpage.



To connect to your work pc.

While in the office:

(Do this one time on your work PC)

First you will need to do a few things on your work PC to be able to connect to it from a remote location.

1: You will need to enable RDP to your work pc by doing the following: Right click on “My Computer”
and select “Properties”, “Remote Settings” then click the radial button “Allow connections from
computers running any version of Remote desktop” then hit “Apply”. While under “Properties” please
document the Full computer name as you will need to enter it at a later step.

Control Panel Home sl E :
Computer Name | Hardware | Advanced | System Protecticn | Remote View basic information about your computer

Remote Assistance ¥ Device Manager
% Remote settings

%/ System protection Copynght © 2009 Microsoft Corporation. All rights reserved.
% Advanced system settings Service Pack1

Remote Desktop

(Click an option, and then specky who can connedt, # needed
System

Rating: Y wir

@ Allow connections from computers running any version of -
Remote Deskiop fess secure) Processor: Intel(R) Core(TM) £5-4300M CPU @ 260GHz 250 GH:z

Blow connecions only from con unving Remote Installed memory (RAM):  8.00 GB (7.90 GB usable)
Desktop with Network Level Authentication {more secure) System type: 64-bit Operating System

;_-5“ st Users. ‘ Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: TOSA-650-5337
Full computer name: T0S54-650-5337 dedicatedcomputing.local

Computer description:

Domain: dedicatedcomputing local
Action Center

Windows Update Windows activation
Performance Information and Windows is activated Weor,
Tools Product ID: 00392:G18-5000002:85837  Change product key GEaEe

oftware

This is all you need to do on your work PC if you’re already a “local admin”. If not, ask Terry or Renee to
have Dedicated technician add you to your PC’s local administrator group.



**Connecting to your work PC from home:**

ON YOUR HOME PC (Each time you want to connect to your work PC, after the VPN is connected. )

Now click on the windows globe in the lower left hand corner of your screen and in the search field type:
“mstsc” minus the “”and click enter.

b =

Programs ()

L mslsc

)-' 5ee more results

| rstsc % | | shutdown | »

= TN

In the “Remote Desktop Connection” enter the name of your work pc as documented previously.

=

% Remote Desktop Connection — [ =

/' Remote Desktop
»¢ Connection

Computer: amer-z210-win7 -

User name:

You will be asked for credentials when you connect.

v Show Options Connect J | Help

Click Connect.



If everything is done correctly you should be prompted for your work credentials and then will be able
to connect successfully.

Login as ANOTHER USER (Your Bradleyfdn domain account is not the same as your home PC). Click ok.

Lo T '1
+ L nter your credentials
-~ 1ese credentials will be used to connect to famer-z210-win7.

BRADLEYFDN\administrator

‘ terry ‘

| PaSSWDrd |
Domain: ERADLEYFDN

Insert a smart card

"] Remember my credentials

oK | Cancel |

When your work is complete, return to the VPN connection page and click disconnect.



